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= Keyloggers: Monitoring and Security

Web Activity in Workplace
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Abstract

A keylogger is software that tracks or logs the keys struck on your keyboard, typically

in a covert manner so that you don’t know that your actions are being monitored.

In this paper we provide an explanation of keyloggers, the different types and the
history. These tools can be used for good causes like monitoring the web activity of
employees in workplace. This technology is both a blessing and a curse in the employment

arena. Sophisticated monitoring software and hardware allow businesses to conduct basic

business transactions. avoid liability, conduct investigations and ultimately, achieve success
10 a competitive global environment. Employees can also benefit when monitoring provides

feedback. keeps the workforce efficient and focused and discourages
unethical/illegal behavior.

immediate

Keywords: Keylog

gers. unethical, illegal, liability, investigation etc.
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Implementation

Receiver ’

Fig. Block diagram of Keylooger system

The implementation of Keylogger and design are based upon many factors, ,

of operating system, the lifespan of a Keylogger, where it is infecting and the .

footprint on a machine. There are two predominant types of hardware keyloggers. Th

a keyboard adapter type that is installed inline by plugging the adapter into the keybz:
then plugging the keyboard into the adapter. Installed in this manner, it can easily -

the traffic between the keyboard and the workstation. Note that this variety of k.

comes in both PS/2 and USB flavors.

. | . )
The other type of hardware keylogger is the module type that is actually 2"
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goftware Keyloggers are made to ensure proper installation by web browser exploit

for example. Security vulnerabilities vary depending on the browser being used and the

attacker can identify and exploit the weaknesses. An attack can be executed by utilizing
JavaScript which could be a user side language.

The Wireless Keylogger consists of two main building blocks: the transmitter. and the
receiver. The actual keylogging takes place in the transmitter. which is in fact a PS/2
hardware keylogger, with a built-in 2.4 GHz wireless module. Captured keystroke data is
transmitted through the radio-link in real-time, rather than getting stored. The receiver on the
other hand. is a wireless acquisition unit with a USB interface. All keystroke data received
from the transmitter is sent to the host computer via USB. From the software side. this data is
available through a virtual COM port, allowing any terminal client to be used for visualizing
keystroke data.

Conclusion
We examined the current state of Keyloggers and how they can spread.Although

Keyloggers have a bad reputation in society, the research done to elaborate this paper shows

1 - . - N ~ . T , 4% g
how these devices can be used not always in a malicious way of action such as illegal spying

t of I ? se bnitor
and theft of personal information. At a company level. Keyloggers can be used to moni

ici iabili 2 ~tfit. Workers
any suspicious activity that may cause a serious liability to the company s benetit. Wo

' . ir .s. This helps the
who are under doubt can be explicitly be discover or clear their names. This p

1 ity 1 > he ns. making them save
o Y ensure their interests before any bigger security ISSUc happens. mé g
a Keylogger 1s in a closer and more
B J oo

larger quantities of money. Another legal way of using ' e
for victims online. € hild’s

pPersonal level, home.Nowadays, there are a lot of people looking X
. i vt children. and Keyloggers can be
predator, kidnappers, and so all are always secking innocent children, anc vlog

ul i : < iacks [rom occurring.
very helpful in order to minimize those kinds of attacks trom
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